
© D’Artagnan Consulting LLP

Pilot Participant Experience &
Review of TAC Design 

Recommendations
Jeff Doyle and Travis Dunn

Agenda Item #8
TAC Meeting #9, September 16, 2015

Eureka, CA

                                                                       TAB 8



Agenda

 Pilot Purpose
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Purpose of the Pilot Project

 SB 1077: “identify and evaluate issues” related to the potential 
implementation of a road charge in California

 TAC: Consult with stakeholders and the public, study road charge 
concepts, recommend pilot design and evaluation criteria
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September TAC Meeting Objectives

 Walk through the pilot as it stands based on design 
recommendations to date
 User perspective
 System perspective

 Affirm or revise design recommendations
 TAC recommendations are noted throughout the walk-through
 Some decisions will be made today
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Summary of Evaluation Criteria
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Category Number of goals Number of  pilot 
evaluation criteria

1. Revenue 2 4

2. Cost 4 5

3. Operations 8 12

4. User Experience 6 12

5. Privacy 6 4

6. Data Security 4 6

7. Equity 5 6

8. Communications 1 3

Total 36 50
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TAC Decisions To Date

 The pilot will offer a choice in account managers.
More than one non-state account manager will be 
available for pilot participants to choose from.

 The pilot will offer drivers a choice in mileage recording 
methods.

Methods under consideration for the pilot include time 
permits, mileage permits, odometer charges (prepay and 
postpay), automated distance charging without location 
information, and automated distance charging with 
location information.

 Out-of-state vehicles will be included in the pilot and 
simulate payment for driving on California roads.

Drivers from neighboring states who drive regularly on 
California roads will be recruited to participate in the 
pilot.
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TAC Decisions To Date (continued)
 The pilot will test an open system design.

Security standards and privacy protection will be required, 
and data content messaging formats between service 
providers and the state may be defined. However, the 
system will otherwise be defined in a way that is 
technology neutral and allows entry of multiple 
operational concepts, technologies, and service 
providers.

 The pilot will test the interoperability of California’s 
system with that of other states.

In the event another state does not have a pilot 
operational concurrent with California’s, interoperability 
will be simulated using account managers.

 The pilot will include individuals, households, 
businesses, and at least one government agency.

This represents the diversity of vehicle ownership types 
most common in California.

© D’Artagnan Consulting LLP 8

                                                                       TAB 8



TAC Decisions To Date (continued)

 The pilot will include a cross-section of vehicles that are 
reflective of the fleet currently using California’s public 
road network.

The pilot will recruit a variety of vehicles with the goal of 
forming a vehicle pool that reflects the diversity of the 
fleet currently using California roads.

 The pilot will offer methods to exempt miles driven on 
private roads or out-of-state.

Both manual and automated options for claiming mileage 
exemptions will be tested.

 The pilot will feature three approaches for protecting 
privacy: governance, accountability, and legal protection.

The TAC adopted privacy principles (governance), 
evaluation criteria (accountability), and privacy protection 
provisions (legal protection).
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TAC Decisions To Date (continued)

 The pilot will be evaluated according to criteria 
recommended by the TAC.

The 50 evaluation criteria adopted by the TAC span 8 
categories.

 The pilot will feature eight data security provisions.
Provisions relate to Authentication; Authorization; 
Data Masking; Data Modification Notification; Data 
Destruction; Data Transmittal; Data Storage; and 
General IT Network Security.
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Today’s Decisions

1. Affirm or revise all previous recommendations, including:
a. Include commercial vehicle technology?
b. Include or exclude pre-pay odometer charge?

2. Resolve outstanding pilot design recommendations:
a. What, if any, enforcement aspects?
b. What, if any, simulated payment options?
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Pilot Design Overview
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Participant Recruiting and Signup
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Participant Recruiting and Signup
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Participant Matrix
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Participant Recruiting and Signup
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Participant Welcome Packet
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Participant Recruiting and Signup
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Pay for all miles you 
drive

• Fuel tax refund
• Technology optional
• GPS not required

Pay only for miles 
driven on CA roads

• Fuel tax refund
• Off-road and out-of-

state miles are free
• GPS required

Pay upfront for all-
you-can-drive

• No fuel tax refund
• Price based on 

XX,000 miles/year
• Mileage reporting 

not required

Participant Choice: Step 1
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OBD-II with location 
[CAM]

Telematics switchable 
[CAM]

Smartphone 
switchable [CAM]

Participant Choice: Step 2

© D’Artagnan Consulting LLP 21

Pay for all miles you 
drive

Pay only for miles 
driven on CA roads

Pay upfront for all-
you-can-drive
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Mileage permit [SAM]

OBD-II without 
location [CAM]

Odometer charge 
[CAM]

Participant Choice: Step 2
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Pay for all miles you 
drive

Pay only for miles 
driven on CA roads

Pay upfront for all-
you-can-drive
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Time permit [SAM]

Participant Choice: Step 2

© D’Artagnan Consulting LLP 23

Pay for all miles you 
drive

Pay only for miles 
driven on CA roads

Pay upfront for all-
you-can-drive
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Manual Mileage Exemption Claims
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Participant Close-Out
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Open System
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Interoperability
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Operational Concepts for Trucks

 CA-domiciled interstate heavy trucks already required to report to 
IFTA and IRP
 Odometer charge (similar to IFTA/IRP reporting)
 Automated distance charge with location

 Out-of-state interstate heavy trucks already required to report to 
IFTA and IRP
 Odometer charge (similar to IFTA/IRP reporting)
 Automated distance charge with location

 Entirely in state heavy trucks
 Time permit
 Odometer charge
 Automated distance charge with location

 Medium trucks
 Time permit
 Odometer charge
 Automated distance charge with location

© D’Artagnan Consulting LLP 32

                                                                       TAB 8



Privacy Principles

1. Respect privacy interests pursuant to the California Constitution
2. Offer a time-based option
3. Allow motorists choice in mileage reporting methods
4. Transparency in design, implementation, and administration
5. Comply with federal and state privacy and information security laws
6. Do not disclose personal information without consent
7. Collect the minimum information necessary for proper operations
8. Remove personal information from any data retained beyond the 

minimum
9. Consent to release personal information must be clear, 

unambiguous, and written
10. Do not require use of specific locational information
11. Allow motorists to monitor collection and storing of their personal 

data
12. Investigate potential errors identified by motorists and make 

corrections
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Privacy Principles

1. Respect privacy interests pursuant to the California Constitution

4. Transparency in design, implementation, and administration
5. Comply with federal and state privacy and information security laws
6. Do not disclose personal information without consent
7. Collect the minimum information necessary for proper operations
8. Remove personal information from any data retained beyond the 

minimum
9. Consent to release personal information must be clear, 

unambiguous, and written

11. Allow motorists to monitor collection and storing of their personal 
data

12. Investigate potential errors identified by motorists and make 
corrections
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System Requirements & 
Account Manager 

Contract
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Data Security

Data Access
1. Authentication: minimum of 8-character passwords, letters and numbers, one capital, require 

periodic password change
2. Authorization: for pilot project, employ user roles with limited rights to PII access. Provide at least 

user roles of CSR, Enforcement, and Accountant/Auditor
3. Data Modification Notification: require notification to motorist via e-mail or text message
4. Data Masking: at a minimum, mask all means of simulated payment and VINs
Data Storage
5. Encryption: use 256-bit AES encryption
6. Data Storage: use 256-bit AES to encrypt primary and backup data; at Account Manager and 

Account Management Oversight, store location data only in Mileage buckets
7. Data Transmittal: use mileage buckets to transmit mileage data to CAMs; use 256-bit AES
Data Destruction
8. Data Destruction: opt-in option for all participants to preserve data for purposes of pilot data 

analysis
 For those who do not opt-in, destroy mileage data within 30 days after latest of simulated 

payment processing, dispute resolution, or noncompliance investigation
 Data on devices destroyed when data receipt confirmation received from account manager

General IT Network Security
9. General IT Network Security: use ISO 27000 best practices
10. Third-Party Review: engage a third-party entity to review the security practices of the pilot
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System Requirements & 
Account Manager 

Contract
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1. Enforcement

 Meeting on September 2, Subcommittee Chairman Wachs
stated:
 Asking some participants to act as violators is contrived 
 A pilot may not be most appropriate venue for testing enforcement 

against real fraud and evasion attempts
 Saying that the pilot tested enforcement would not be accurate

 After some discussion, the Subcommittee agreed:
 Do not ask any motorists to act as violators 
 Do not send “violation notices” or receive responses to them
 Account managers should thoroughly investigate any anomalous 

data, potentially by calling the motorist to discuss the data
 Instead of calling such activities “Enforcement,” call these 

activities “Checking for Anomalies”
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Policy Question and Subcommittee Recommendations: 
Enforcement
What type of enforcement activities should be demonstrated in the 
pilot?
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The Subcommittee recommends that the following approaches to 
checking for anomalies be demonstrated during the pilot. Words altered 
from the original Staff recommendations are presented in bright red 
underlined text.

1. Checking for Anomalies: The Account Management Oversight 
(AMO) entity should be ultimately responsible for checking for 
anomalies in mileage data.

2. Testing Enforcement: Do not test enforcement mechanisms in the 
pilot, but continue to check for anomalies in mileage data.
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3. Administering Time Permits: Use only electronic registration, with 
renewal reminders by email or text; and provide a 7-day grace period 
for renewals.

4. Administering Mileage Permits and Odometer Charges: 
Mileage Permit readings should be taken three times in the pilot, and 
four times for Odometer charges; each method should receive reminder 
notices 1-2 weeks prior to a reading due date; and each method should 
be entitled to a mileage “grace” of 300-miles. Neither of these methods 
should be provided for out-of-state vehicles.

5. Detecting Odometer Fraud: Odometer rollback will not be tested 
in the pilot.

6. Detecting Violations in Automated Distance Reporting: Review 
electronic logs to detect possible anomalies.

Policy Question and Subcommittee Recommendations: 
Enforcement
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7. Anomaly Investigation: Account managers assigned duty to 
resolve minor issues and report to Account Management Oversight 
entity.

8. Issuance of Infraction Notices: No infraction notices will be 
issued during the pilot.

Original staff recommendation #9 rendered moot if no infraction notices 
sent.

Policy Question and Subcommittee Recommendations: 
Enforcement
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What simulated payment options (if any) should be demonstrated in the 
pilot?

 Online
 Mail
 Retail

Staff recommends that the following payment options be simulated  
during the pilot:

 Online
 Mail
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Policy Question and Staff Recommendations: Simulated 
Payment Options
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Open Discussion
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